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Online harm groups

What professionals need to know




This guidance is for professionals working with under 18-year-olds. It is not intended
to be shared with parents, carers, children or young people. Please see the what you
can do section below for advice on what to share with these audiences.

The information in this guidance is for awareness and safeguarding purposes.
However, please be aware that it contains information that some may find

distressing. Please follow your organisation’s wellbeing processes if support is
required.

Use this guidance to:
e Develop your understanding of online harm groups
e Learn what to do if you have concerns or an incident occurs

e Learn what preventative steps you can take to protect children and young
people

People who commit offences through ‘Com’ activity include a high proportion of
young people under the age of 18. They may also be, or have previously been victims
of offending behaviour themselves. The harm they cause is significant.

In this guidance, we refer to those who commit offences as offenders but recognise
they may have complex needs themselves, including the need for protection.

What are online harm groups?

Online harm groups, often referred to as ‘Com’ groups (short for community) are
networks of individuals who carry out high-harm offences online including child
sexual abuse, cybercrime and extremism. Offences can also include offline violence.

Within these groups, members seek to gain status and notoriety by posting evidence
of their ability to manipulate and inflict harm on victims, typically via coercion and
grooming activity. This activity seeks to humiliate or degrade victims, and gain
material for the purpose of blackmail. This may include coercing victims to:

e inflict injuries on themselves or others (including cut/fan signs*, burns or the
ingestion of harmful substances)

e share nude images

e cause injury to siblings or pets

e perform sexual acts

e record or livestream the above

*cut signs or fan signs: carving a particular symbol associated with the offender into skin.



Whilst there is often overlap in membership and ideologies within ‘Com’ groups,
including crossover with cyber and extremism, this guidance focuses primarily on
harm-focused groups that engage in extortion and child sexual abuse offending.

If you have concerns that a child or young person is involved in cyber-crime,
please visit Cyber Choices where you can send your concern or referral to your local
regional team.

If you have concerns that a child or young person is involved in extremism, call
the ACT Early Support Line (available 24 hours, every day) on 0800 011 3764, in
confidence, to share your concerns with specially trained officers.

Please note this phoneline is for the public, friends and family that may be worried
about someone close to them. Statutory partners (NHS or Education) should seek
advice regarding Prevent from the local safeguarding lead, the local authority
safeguarding hub or fill out the National Prevent referral form.

In Northern Ireland, report your concerns to the police, calling 999 if a child or
young person is in immediate danger. You can also contact your local HSC Trust
Children's Gateway Single Point of Entry Team.

Who? (victims and offenders)

Both victims and offenders are predominantly under 18 years old.

Individuals of all ages and genders can be targeted, however, females under 18
years old are being disproportionately targeted.

Victims can be those who have been directly targeted as well as those who have
been harmed by that victim on the coercion and instruction of an offender, such as a
sibling, family member or peer.

Engagement and the sharing of extreme content in online harm or ‘Com’ groups may
appeal more to young people who:

e are socially rejected or isolated offline

e are seeking belonging and community

e spend significant amounts of time online

e are often unsupervised online for extended periods
e are seeking approval or notoriety from others online



https://www.nationalcrimeagency.gov.uk/cyber-choices
https://assets.publishing.service.gov.uk/media/68385d2428c5943237ae6528/PREVENT+National+Referral+Form-+STATIC+VERSION2.pdf
https://onlinesafetyhub.safeguardingni.org/report-a-concern/report-a-concern-im-a-practitioner-or-professional/
https://onlinesafetyhub.safeguardingni.org/report-a-concern/report-a-concern-im-a-practitioner-or-professional/

The offender and victim dynamic is complex and not always clearly defined. Some
individuals who perpetrate harm may themselves be victims who have been
coerced or forced through threats, blackmail or psychological control. Others may
not have experienced victimisation themselves but still require safeguarding to
prevent further harm and address vulnerabilities.

Online spaces allow for offenders to find and connect with each other, and to seek
out and groom victims. Both offenders and victims are found on commonly used
online platforms, including messaging apps, gaming communities, channels or
servers.

Specific online forums or communities may be used to target victims, identifying
and exploiting factors of vulnerability, for example forums for mental health
concerns, body image concerns, those exploring gender identity or sexual
orientation.

Online harm groups are borderless. Due to its online nature, victims and offenders
are located both in the UK and overseas.

What to look out for

No single behaviour is proof of links to online harm groups. While some behaviours
may indicate involvement or victimisation, others are less specific and may suggest a
different type of online risk, for example bullying.

Victims of online harm groups may not always recognise themselves as victims. It is
important to be aware that due to tactics used, victims may have an emotional
attachment to the offender, leading them to present in defence of them or minimise
harm experienced. Victims may also feel fearful of offenders and that compliance is
the only viable option. Professionals should treat both responses as signs of
grooming and coercion and respond with safeguarding support.

Below are further potential victim indicators to look out for. Due to the complexities
of the offender and victim dynamics, some of these indicators may also be seen in
offenders.

e Self-harm, such as skin lacerations depicting numbers, symbols, initials,
usernames or group names (cut / fan signs)

e Numbers, letters or symbols written in blood, (known as blood signs)



e Reluctance or fear of consequences associated with disengaging from an
online group

e Unexplained injuries to siblings or pets

e Possession of extremist symbols (e.g. swastikas, occult symbols)
e Unwilling to share electronic devices, passwords or accounts

e Increased secrecy around online activity

e Spending significant amounts of time online

e Strong emotional response (e.g. distress, anger or withdrawal) linked to online
interactions

e Reluctance to engage with frontline professionals
e Obsession with new online friends
e Displaying social isolation offline

Some of the behaviours listed above may be typical in adolescence, for example
secrecy around online activity, as many young people value online privacy and
independence from adult monitoring. However, they may also be associated with
involvement in or exposure to online risks (including but not limited to online harm
groups). It's important to consider the context, patterns of behaviour over time, and
any sudden or significant changes.

What you can do

The main purpose of this guidance is to raise awareness of this threat type and
develop your understanding of online harm (or ‘Com’) groups, including what to look
out for in your work with children and young people.

If you identify concerns relating to online harm groups

e Inline with statutory duties, follow your local safeguarding and child protection
procedures to report concerns to Children’s Services.

e Report your concern to the police, calling 999 if a person is in immediate danger.
When reporting, state that your concerns specifically relate to online harm or
‘Com’ groups. Where possible, provide the online platform(s), any usernames and
group names.

e Recognise that all children or young people involved need safeguarding to
ensure their safety and wellbeing, and to enable access to appropriate support. A
co-ordinated multi-agency response is required so that the child’s needs, risks



e and circumstances are comprehensively assessed and the appropriate services are
identified.

Encourage the child or young person to report to the platform(s) directly. Advise

them not to delete anything that could be useful in an investigation, such as
messages, images, videos, usernames, and URL links.

Prioritise wellbeing support to manage the emotional and psychological impact
of online harm group involvement or victimisation. This may include referral to
specialist services, such as CAMHS.

Preventative action

Much of what you, other professionals, parents and carers are already delivering and
discussing with children and young people will be contributing to protective factors.

The threat mechanisms of online harm groups are topics that may already be in
classroom delivery, schemes of work and conversations happening in families; for
example, grooming and coercion, blackmail tactics, nude image sharing.

You can build on these protective factors by:
e Sharing this guidance with other professionals working with under 18 year olds

e Helping build parents’ and carers’ knowledge and protective capabilities by
sharing our

e Building on children and young peoples’ knowledge, focusing conversations and
lessons on threat mechanisms, not online harm groups specifically. Support
young people to recognise tactics and pressure points, know how to exit

conversations and get help. Our as well as our
programme can help you to address these
areas.

e Ensuring children and young people know where to report concerns — to Police
on 101, or 999 if someone is at risk of immediate harm. Under 18 year olds can
also report online sexual abuse concerns directly to the CEOP Safety Centre at

Please note, online harm or ‘Com’ groups is not a topic that should be delivered in a
talk or assembly format. Preventative measures should not drive curiosity or pique
children and young peoples’ interest in these groups.

Find out more on why CSA education isn't suitable for assemblies.



https://www.ceopeducation.co.uk/parents/articles/online-harm-groups
https://www.ceopeducation.co.uk/11_18/lets-talk-about/online-safety/online-harm-groups
https://www.ceopeducation.co.uk/professionals/resources/
http://www.ceop.police.uk/
https://www.ceopeducation.co.uk/professionals/guidance/csa-assemblies-advice/
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